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Abstract—Internet of Things (IoT) security and privacy remain a major challenge, mainly due to the massive scale and distributed 

nature of IoT networks. Smart home is considered one of the rather prominent applications of the Internet of Things (IoT), integrating 

high-levels of efficiency, home security, energy & cost saving to everyone’s life. In spite of all the benefits this technology provides, privacy 

and security are highly concerning issues that require more considerations. IoT-A reference architecture was established with the purpose 

of evaluating current sources and protocols, ensuring the compliance of things and protocols, and providing a comprehensive solution for 

different applications of IoT. This study was performed with the purpose of providing a general framework for improving security at all 

levels of design, implementation, and application of equipment and protocols using the IoT-A reference architecture by addressing the 

challenge of security in the Internet of Things and smart homes. This paper employs the term Security Framework to refer to a method 

for applying all technologies, procedures, software, and other components to provide security in smart homes. This research seeks to 

outline all the reference architecture's vulnerabilities and threats, following which an improved model for the reference architecture is 

proposed to meet all security requirements. Considering the theoretical evaluations performed in this study, the proposed framework, 

which was created by adding two components of threat and vulnerability management and field management while making some 

alterations to the licensing component, satisfies to an acceptable level the security requirements of the smart home and enhances the 

privacy of the IoT-based smart home. 

Keywords—Smart home; IoT; security and privacy; security architecture 

 

I. INTRODUCTION  

As an important component of the Internet of Things (IoT), 
smart homes serve users effectively by communicating with 
various digital devices based on IoT. In the ideal version of a 
wired future, all smart homes' devices communicate with one 
another seamlessly. Smart home technology based on IoT has 
changed human life by providing connectivity to everyone 
regardless of time and place [1], [2]. Home automation systems 
have become increasingly sophisticated in recent years. These 

 
 Corresponding Author 

systems provide infrastructure and methods to exchange all 
types of appliance information and services [3]. A smart home 
is a IoT domain, a network of physical devices that provide 
electronic, sensor, software, and network connectivity inside a 
home. Smart homes are automated buildings with installed 
detection and control devices, such as air conditioning and 
heating, ventilation, lighting, hardware, and security systems. 
These modern systems, which include switches and sensors that 
communicate with a central axis, are sometimes called 
“gateways.” These “gateways” are control systems with a user 
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interface that interacts with a tablet, mobile phone, or computer; 
these systems' network connectivity is managed by IoT [4]. 
Since 2010, researchers have analyzed IoT-based smart home 
applications using several approaches. Regardless of their 
category, existing research articles focus on the challenges that 
hinder smart home IoT applications' full utilization and provide 
recommendations to mitigate these problems. Research on smart 
home applications is dynamic and diverse. This survey aims to 
provide valuable insights into technological environments and 
support researchers by understanding the available options and 
gaps in this research line. It aims to shed light on researchers' 
efforts in response to new and disruptive technology, map the 
research landscape into a coherent taxonomy, and determine the 
features that characterize this emerging line of research in smart 
home technology. Another set of problems are more social and 
organizational rather than technical, physical or material. These 
types' problems are associated with multiple and diverse 
stakeholders, high levels of interdependence, competing 
objectives and values, and social and political complexity. In 
this sense, city problems become wicked and tangled [16,31,39]. 
Ensuring livable conditions within the context of such rapid 
urban population growth worldwide requires a deeper 
understanding of the smart city concept. The urgency around 
these challenges is triggering many cities worldwide to find 
more ingenious ways to manage them. These cities are 
increasingly described with the label smart city. One way to 
conceptualize a smart city is as an icon of a sustainable and 
livable city. 

Internet of Things (IoT) consists of devices that generate, 
process, and vast exchange amounts of security and safety-
critical data as well as privacy-sensitive information, and hence 
are appealing targets of various cyber-attacks [1]. Many new 
networkable devices, which constitute the IoT, are low energy 
and lightweight. These devices must devote most of their 
available energy and computation to executing core application 
functionality, making the task of affordably supporting security 
and privacy quite challenging. Traditional security methods tend 
to be expensive for IoT in terms of energy consumption and 
processing overhead. Moreover, many state-of-the-art security 
frameworks are highly centralized and are thus not necessarily 
well-suited for IoT due to the difficulty of scale, the many-to-
one nature of the traffic, and a single point of failure [2]. To 
protect user privacy, existing methods often either reveal noisy 
data or incomplete data, potentially hindering some IoT 
applications from offering personalized services [3]. 
Consequently, IoT demands a lightweight, scalable, and 
distributed security and privacy safeguard. The Blockchain (BC) 
technology that underpins Bitcoin the first cyptocurrency system 
[4] has the potential to overcome the aforementioned challenges 
due to the potential to overcome the aforementioned challenges 
its distributed, secure, and private nature. 

II. RELATED WORKS 

Recently, IoT has been applied in numerous applications, 
including smart home monitoring systems for assisted living to 
predict residents' wellness through the monitoring of several 
home appliances [4].  building management framework to 
support energy-saving applications [18], and human activity 
patterns monitoring [19,20]. As the Internet communications 
infrastructure develops to include sensing objects, suitable 

mechanisms are needed to secure communications with such 
entities in IoT applications. In real-world IoT applications, 
security threats and attacks are becoming a major issue for data 
transmission. Hence, the IoT-based system must include 
security mechanisms that could resist possible security threats 
and attacks in data modification, impersonation, and 
eavesdropping, among others. One solution for efficient key 
generation and management in 6LoWPAN is Lightweight 
IKEv2: but it requires more resources and energy for its 
implementation [23,24]; (2) It is not an appropriate standard for 
smart homes, since it does not facilitate communication among 
a large number of IoT nodes and it also does not have a wide 
coverage range [17]. The first issue can be resolved by 
developing an energy-efficient security algorithm based on an 
efficient key generation mechanism for secure data transmission 
in IoT applications. To resolve the second problem, recently, 
low-power Wi-Fi systems optimized for sensing applications are 
available due to the growing industry requirements for smart 
objects having IP connectivity [25]. According to [17], the latest 
Wi-Fi standard fills this gap by combining the advantages of Wi-
Fi and low-power sensor network communication technologies. 
The emerging Wi-Fi standard is a promising communication 
standard that supports many heterogeneous devices in the IoT. 
A comparison between the latest 802.11 ah and 802.15.4 
standards is described in detail in [17]; 802.11 ah performs better 
in association time, throughput, delay, and coverage range. Wi-
Fi is the preferred standard over 6LoWPAN for several IoT 
applications such as smart cities and smart homes due to all these 
advantages. Therefore, along with the low-power Wi-Fi module 
to support the large number of IoT nodes and increase coverage 
range, security algorithms for data encryption based on efficient 
key generation mechanisms need to be included in WSNs with 
the internet novel secured IoT based smart home. Since home 
appliances have wireless network function -in, the smart home 
has provided many services for users. Through wireless 
network, a user can control home appliances, lighting, and 
cooling and heating devices and receive services regardless of 
time and space. A smart home provides more convenient and 
valuable services, for all home appliances get automated and 
smart. For useful services, a diversity of sensor information 
customized personal information (hobbies, habits, medical 
service, etc.), and financial information are used. For this reason, 
security technology should be applied [7, 9–11]. This section 
describes smart home devices' structure and security matters and 
the previous studies related to smart home security. 

 

Several IoT-based systems are developed, including 
integrating security mechanisms within WSNs to provide 
efficient security for different applications [26–28]. Generally, 
hash functions, symmetric and asymmetric encryption 
algorithms are utilized to offer data security. The asymmetric 
algorithms are not suitable for implementing sensor networks' 
security due to the tiny sensor nodes' limited computational 
power [6]. Thus, hash functions, symmetric algorithms 
including message digest 4 (MD4) [29], message digest 5 
(MD5) [30], secure hash algorithm 1 (SHA-1) [31], hash 
message authentication code (HMAC) [32], Data Encryption 
Standard (DES) [33], Advanced Encryption Standard (AES) 
[34], Rivest Cipher 4 (RC4) [35], blowfish [36], are utilized to 
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secure the sensor networks. Since these mentioned techniques 
are not precisely developed by keeping in view the specification 
of WSNs, these networks require more energy for their 
implementation. Therefore, security mechanisms specifically 
designed for WSNs could be the optimal solution for IoT 
applications. Mandal et al. developed a hybrid scheme of both 
symmetric-key and asymmetric-key-based cryptographic 
functions for securing WSNs. However, their scheme has not 
considered all the major security requirements [16]. Proposed a 
novel hybrid lightweight security method, PRESENT-GRP for 
secure data transmission in IoT-based applications and 
implemented on an Intel Galileo Gen 2 board. It follows a 
complex permutation boxes-based strategy, which requires 
more processing time and resources [26]. 

III. THREATS FOR IOT IN THE SMART-HOME 

Smart home appliances of all varieties are emerging in the 
market, and Cisco VNI predicts that Internet-of-Things (IoT) 
connections will grow by 43% each year, rising from 341 
million globally in 2013 to 2 billion by 2018. We procured 
several such devices and studied their behavior in our lab – we 
have previously revealed some of these devices' vulnerabilities 
in our earlier work [4]. We briefly elaborate on these to provide 
the context for the defense techniques that will be presented 
later. The Philips Hue Connected bulb allows the user to control 
the lighting system in the home wirelessly. It consists of an 
Ethernet enabled bridge that accepts commands from the user 
app and communicates these to the bulbs using the ZigBee-Light 
link protocol. The data exchange between the app and the bridge 
is via HTTP commands and is not encrypted, so an eavesdropper 
can easily deduce the user's operations on the bulb. Further, even 
though the device implements access control in the form of a 
white-listed set of users, any attacker can extract this list, who 
can then masquerade as a legitimate user, thereby gaining 
control over the bulb. 

The Nest smoke-alarm sends reports and alerts to the user’s 
mobile app, giving them peace-of-mind that their house is safe 
no matter where they are. However, it comes equipped with 
sensors that detect motion and light – this can potentially let it 
detect when the user is in the same room or if he/she has turned 
on/off the lights. These capabilities immediately raise a privacy 
concern for the user who may feel that they are being monitored 
and tracked within their home. We do note that all data 
exchanges with the Nest smoke-alarm are encrypted, so 
eavesdroppers cannot read into the communications.  

The Withings Smart Baby Monitor comes with an IP camera 
that allows the user to monitor their baby at home via an App on 
their phone. We captured and WiFi packets to/from the baby 
monitor and found all the data exchange to be in plain-text; 
however, access to the camera requires obtaining a one-time 
access token from the server. We created a “man-in-the-middle” 
attack in which we allow the victim’s app to authenticate itself 
to the server and obtain the session id, but then hijack the 
connection using ARP poisoning, allowing the attacker to 
replace the source IP address to his own to gain access to the 
camera feed 

IV. SMART HOME SECURITY 

This section provides the theoretical foundations of research 
on the security challenges and threats of the IoT-based smart 
home. 

Today, homes are highly automated using intelligent 
technologies and thus can meet the demands of all residents, 
among which are comfort, security and privacy, while being 
sensitive and responsive to the needs of the modern human and 
the living environment [20, 21]. The main automation 
applications in smart home environments are luminosity control, 
heating and air conditioning, monitoring, maintaining security 
and protection, telemedicine, energy consumption levels, 
control of environmental factors, and access to the required 
information. The introduction of smart home to the realm of 
Internet of Things is associated with the delegation of storage, 
processing, and data analysis to the facilities offered in 
cyberspace further security challenges [22-25]. 

Security and privacy are the most important challenges of 
deploying IoT in smart homes. Proper security architecture is 
responsible for covering the life cycle and IoT capabilities in this 
field [26, 27]. Various studies have been performed to improve 
the overall security of the Internet of Things. Yet, issues such as 
appropriate mechanisms for encryption, network protocols, data 
and identifier management, user privacy, and reliable 
architectures are still debatable [28-30]. According to the 
literature on smart home security, privacy, trust, security, and 
communication are among the major challenges facing smart 
homes, and communication is among the smart homes' major 
challenges [25]. 

Vulnerabilities in the Internet of Things and the smart home 
pose a variety of threats. A number of these threats are based on 
the research presented in Table 2. 

Various research centers have provided comprehensive 
solutions called reference architectures to address the challenges 
in IoT. Wso2 architecture was proposed with the aim of 
providing cloud services, Korean reference architecture was 
developed to embed this technology to the industry, while the 
Chinese reference architecture was introduced to standardize 
this technology in China [31]. 

The IoT-A Reference Architecture was established to 
examine existing protocols and resources, ensure the 
compatibility of objects and communication protocols, and 
provide a comprehensive solution for IoT's various applications 
in the European Union. It is consisted of several sub-models, 
among which the functional model is employed for the purposes 
of this research. The functional model is an abstract-level 
framework for understanding the main application groups and 
their interactions in the IoT-A environment, which in turn 
defines common notions used in the development of IoT-A 
compatible functional perspectives [32]. 

The IoT-A functional model includes seven vertical 
capabilities and two horizontal performance groups, namely 
management and security. The security framework in the 
functional model is consisted of 5 components that needs to be 
optimized to improve the level of protection in the architecture. 
Fig. 1 shows the components of the functional model [32]. 

13 Volume 12- Number 1 – Winter 2020 (11 -19) 

 [
 D

ow
nl

oa
de

d 
fr

om
 jo

ur
na

l.i
tr

c.
ac

.ir
 o

n 
20

24
-0

4-
04

 ]
 

                               3 / 9

https://journal.itrc.ac.ir/article-1-450-en.html


 

 
Fig. 1. Functional model and components of the security framework of 

IoT-A [32]. 

For the purpose of providing a suitable architecture and 
considering the comparison and approach of the introduced 
architectures, it can be concluded that the model and architecture 
presented in IoT-A is far more comprehensive than the other 
architectures in terms of purpose, diversity of documents, scope 
of the research group and its geographical area, namely 
European Union. Moreover, according to previous research 
results, offered in Table 1, it is evident that compared to other 
architectures, the IoT-A architecture simultaneously meets the 
two functional needs sought-after in this research [33]. Hence, 
considering the comprehensiveness of the IoT-A architecture 
and the necessity to meet various functional requirements, it is 
employed as the reference architecture in this study. 

 

TABLE I.  APPLICATION REQUIREMENTS OF REFRENCE ARCHITECTURES[33]. 

 Architecture IoT-A 

ARM 

WSO2 Korean 

ARM 

Chinese 

ARM 

F
u

n
c
ti

o
n

a
l 

n
ee

d
 Application support 

requirements 
Reliable and secure services 
connected to the human body 

√ - - √ 

Security and privacy 
requirements 

Security audit √ √ - - 

 

V. SECURITY REQUIREMENTS OF THE SMART HOME  

After examining the threats and vulnerabilities and mapping 
them into architectural components, recognizing the needs for 
improving the overall security situation becomes priority. The 
security requirements for a safe smart home service, including 
integrity, availability, and authentication, are discussed. To this 
end, the smart home's security needs were studied and identified, 
the results of which are presented in Table 2. Applying or 
improving the performance of security mechanisms in each 
component leads to the smart home's overall improvement. 
Hence, this article's main purpose was to provide solutions for 
satisfying the security requirement mentioned in  reference 
architecture security component's security component. 

A. Integrity  

A smart device can be accessed over wireless network, so 
that it needs security system. An attacker can insert a malignant 
software application and change a service purpose through a 
malicious code. For the reason, without integrity, the whole 
smart home system can be infected with a malicious code by an 
attacker and thereby the availability of smart home service can 
fall. Therefore, the integrity of smart home service is required. 
To ensure smart devices' integrity, it is essential to use a hash 
function and a digital signature for critical data or module codes 
[16–18].  

B. Availability 

 A smart device sends and receives data to and from the 
outside over a wireless network. If an attacker steals data, it is 
possible to fabricate and modify the data. The fabricated data 
can cause a malfunction of a smart device that deteriorates a 
user’s smart device availability. The deteriorated availability 
can lead to devise overload that triggers a fire. The malfunction 
can bring about financial losses like a rise in electric rate and the 
risk of life. To secure availability, it is required to limit other 
actions than essential functions and grant rights for functional 
access by making strong access control [7, 11, 16, 19].  

C. Authentication 

 There are many devices whose security is not taken into 
account. If an attacker insert a copied module or a malignant 
code in a smart device, it is possible to contaminate a smart 
home service environment and make the device used for 
malicious purposes, such as distributed denial of service 
(DDoS), denial of service (DoS), and personal information 
leakage. Moreover, if an attacker disguises a modified module 
as a normal module, the module can serve as the secret backdoor 
for malicious action which can lower the function of the normal 
module and thereby deteriorate availability. Therefore, it is 
required to provide authentication of a smart device. For the 
authentication, it is possible to use a certificate [18–20]. 

TABLE II.  SECURITY REQUIREMENTS OF THE SMART HOME  

Requirement References 

Authentication  [34] 

Identity management [35] 
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Privacy [34, 35] 

Availability [34, 35] 

Resistance [34-36] 

Information security [34] 

Access control [34] 

Delegation  [34] 

Trust [35] 

VI. PROPOSED SOLUTION FOR IMPROVING SECURITY  

The functional model of the IoT-A ARM provides a set of 
components with a certain degree of abstraction as a security 
framework. The aforementioned model allows developers to 
have access to a variety of approaches to implementation 
depending on the application. As a result, this study seeks to 
complement the above abstract model such that the security of 
smart home applications is enhanced based on the mentioned 
security requirements. To this end, the context management 
component was embedded to other existing security components 
with the purpose of collecting, updating and properly managing 
information about existing objects while providing accurate and 
up-to-date information. Furthermore, the component of 
vulnerabilities and threat management was integrated to the 5 
components of the architectural security framework for 
maximum monitoring, detection and handling of threats and 
vulnerabilities. The licensing component has been altered to 
provide access to smart home information resources with 
maximum compliance with privacy and security of residents, 
thus leading to safer grounds for other applications, including 
remote health, to access the smart home. The components of the 
proposed framework are compared with those of the standard 
IoT-A framework in Table 3. 

TABLE III.  COMPARISON OF THE COMPONENTS OF THE PROPOES 

FRAMEWORK WITH THE COMPONENTS OF IOT-A REFERENCE ARCHITECTURE  

Current components Proposed components 

Authentication Authentication 

Identity management Identity management 

Access permission Distributed access permission 

Key exchange and management Key exchange and management 

Trust and credibility Trust and credibility 

 Vulnerability and threat management 
 Context management 

 

As shown in Table 3, two components, namely vulnerability 

and threat management, and context management are added to 

the reference framework while alterations have been made to 

the licensing method, which are explained below. 

 
Fig. 2. Components of the proposed framework. 

This component is responsible for identifying and 

preserving information that is continuously generated and 

exchanged by and between users and devices. This information 

may include the properties of objects, services, and entities in 

the work area. The proposed mechanism is designed to identify 

and record existing smart objects and services using the 

discovery service and a set of repositories in the directory level. 

Following discovery, the information is recorded in the source 

directory and stored in the repository. These services are 

distributed and connected to their main centers in the service 

provider and transfer each directory's information to the central 

system according to the level of privilege and necessity. This 

method readily offers the capability to integrate intelligent 

objects under different technologies and protocols [34]. In 

addition, this component will provide up-to-date information 

for other security components. The interaction of this 

component with other components is shown in Fig. 2. 

Implementing policies for controlling access requires a 

comprehensive yet scalable decision-making mechanism, 

which should have features such as the ability to perform 

various assessments, facilitate the management of the systems, 

and background support of requirements. It also should be able 

to expand and decide on access control as a partnership in 

several nodes in a so-called distributed manner. The method of 

distributed licensing under the proposed security framework 

was devised having in mind the interaction of the smart home 

with other areas of the Internet of Things. The combination of 

the authentication process and access permissions can be seen 

in Fig. 3. 

 
Fig. 3. Distributed mechanisms of evaluation and licensing between the 

smart home and the smart health. 
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Based on the above figure, the requester sends the access 

request to the policy enforcement point (PEP). The PEP sends 

a request for information to the context handler (CH). Since the 

decision-making function is in another area, i.e. the smart 

home, the context handler sends a request to the context 

management (CM) to complete information on the requested 

resourcrequested resource attribute attribute. It also sends a 

message to the distributed decision point (DPDP) to make the 

appropriate decision. The CM requests information from its 

counterpoint, the context management of the smart home. The 

DPDP also requests a decision from its counterpart in the smart 

home. The context handler in the smart home is responsible for 

receiving all the requests. 

The policy administration point (PAP) provides policies and 

policy sets to the policy decision point (PDP). Based on existing 

policies and the characteristics of the requested resource, the 

PDP sends the necessary conclusion response to the CH, which 

submits the decisions to the DPDP and. Also, it provides the 

requested features to the CM. The CH delivers the information 

sent from the smart home to the PEP, where the requirements 

are reviewed and, if approved, grants access to the resource, 

otherwise denies access. 

Vulnerability and threat management, which somehow 

plays the role of security operation center for the smart home, 

was proposed for centralized management to monitor, detect 

vulnerabilities and deal with threats. It is consisted of 

monitoring, data collection, analysis and response services 

[35]. To function properly and collect new and reliable 

information from the objects and services available in the smart 

home, it needs to be linked to context management. After 

analyzing the security information, the appropriate diagnosis 

and response to the potential threat are made. It is also used to 

fix and address vulnerabilities in objects. due to the high costs 

of designing, implementing and maintaining, it is 

recommended to be deployed as a cloud service provider and 

IoT service provider. 

VII. ANALYSIS OF THE PROPOSED SOLUTION  

In this research, the security requirements and needs of IoT-

based smart home were outlined. In the functional model of 

IoT-A architecture, a general security framework with a certain 

degree of abstraction was considered to establish security. 

Moreover, a novel framework was proposed for improving 

security in smart home applications as a new solution and 

making alterations to the aforementioned security model. These 

changes included the addition of two components of context 

management and management of vulnerabilities and threats, 

and the application of assessment and licensing in a distributed 

manner. The purpose of the new framework was to maximize 

the security needs of the smart home. The results are presented 

theoretically and from integrating successful solutions of 

previous research with a degree of abstraction. Therefore, 

analysis and comparison methods are used to evaluate the 

proposed theoretical model. 

In the following section, each of the proposed components 

is analyzed based on its functions and security purpose. Table 

4 shows the functions of the component and the intended 

security objectives provided by each component. 

A. Comparison of results 

In the following, the proposed model is compared with 
existing solutions. First, the proposed model is compared with 
the functional model and then with the existing security 
frameworks in this field. 

B. Comparison with the security framework in the IoT-A 

architecture 

The framework provided in the IoT-A reference architecture 
has five standard components for providing the security of the 
components. These components are designed and implemented 
according to the needs of the security standard. Table 5 provides 
a comparison between the security objectives met by the two 
basic security architectural frameworks and the proposed 
framework. 

TABLE IV.  COMPONENTS OF THE PROPOSED SOLUTION ALONG WITH ITS 

FUNCTIONS AND SECURITY PURPOSE 

Proposed 

component 

Function of the 

component 

Intended security 

objectives 

Identity 

management 

Management of identities, 
aliases, and relevant 

access policies 

User privacy 

Service privacy 

Authentication Authentication of entities 
Authentication 

Responsibility 

Licensing 
 

Controlling access to 

services 

Service access 

control 

Data privacy 
Data integrity 

Controlling access over 

infrastructure control 

Service privacy 

Service availability 

Key management 

and exchange 

Managing and 

exchanging encryption 
keys 

Confidentiality of 
communications 

Accuracy of 

communication 
non-denial 

forward and 

backward secrecy 

Vulnerability and 

threat management 

Discovering 

vulnerabilities and threats 

Confidentiality 
Information integrity 

Accuracy of 
information 

Privacy 

Communication 
security 

Trust and 

credibility 

Collecting user credit 

points and calculating 
service trust level 

Service credit 

Service trust 
Privacy 

Context 
management 

Gathering information on 

objects, resources and 

services 

Novelty and 
accuracy of 

information 

Privacy 
Availability 
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TABLE V.  SECURITY COMPONENTS OF THE ARCHITECTURE AND 

PROPOSED FRAMEWORK [25,32] 

Security 

component 

Desired security goals Architecture Proposed 

Identity 

management 

Privacy of users ✓ ✓ 

Service Privacy ✓ ✓ 

Responsibility ✓ ✓ 

Licensing Service access control ✓ ✓ 

Data privacy ✓ ✓ 

Data accuracy ✓ ✓ 

Service privacy ✓ ✓ 

Service availability ✓ ✓ 

Privacy of the functional 

domain  

✓ ✓ 

Key management 

and exchange 

Confidentiality of 

communications 

✓ ✓ 

Communication integrity ✓ ✓ 

Non-denial ✓ ✓ 

Forward and backward 

secrecy 

✓ ✓ 

Vulnerability and 

threat 

management 

Hardening - ✓ 

Confidentiality - ✓ 

Information integrity - ✓ 

Accuracy of information - ✓ 

Privacy - ✓ 

Communication security - ✓ 

Application security - ✓ 

Trust and 

credibility 

Service credit ✓ ✓ 

Service trust  ✓ ✓ 

Privacy ✓ ✓ 

Context 

management 

Novelty and accuracy of 

information 

- ✓ 

Confidentiality of 

information in the scope 

of application 

- ✓ 

Availability of 

information 

- ✓ 

VIII. COMPARISON  FRAMEWORK 

 

 In this section, we discussed another related framework, 

which is utilized for the smart home. 

 

• Complete design and implementation of an innovative, 

efficient, and low-cost smart house system is introduced by 

[39]. Under the guidance of IoT technologies, the system 

can act and effectively automates remote environments. 

This research project motivated mainly to compare the 

applicability and the cost limitation of NETPI and BLYNK 

network platforms. NETPI confirmed that many 

specifications could be fulfilled using several modules 

under the main primary supervisor's supervision. However, 

BLYNK offered restrictions regarding projects’ design in a 

unique sole GUI, mainly when more than one 

microcontroller is used. Besides, the cost is considered 

expensive due to energy-based limits exist in BLYNK that 

constrain users to fulfill their design specifications. On the 

other hand, the BLYNK platform is friendly, helpful, and 

easy to design considerable projects in less time, unlike the 

NETPI platform that needs great effort to deal with the 

programming manner's complexity [39]. 

 

• Generic frameworkhas been proposed by [4] supported by a 

three-level data management model composed of dew 

computing, fog computing, and cloud computing for 

efficient data flow in IoT-based home care systems. We 

examine the proposed model through a real case scenario of 

an early fire detection system using a distributed fuzzy logic 

approach[40]. 

 

• An approach to incorporate strong security in deploying the 

Internet of Things (IoT) is presented by [41] for a smart 

home system, together with due consideration given to user 

convenience in operating the system. The IoT smart home 

system runs on a conventional wifi network implemented 

based on the AllJoyn framework, using an asymmetric 

Elliptic Curve Cryptography to perform the authentications 

during system operation. A wifi gateway is used as the 

center node of the system to perform the system initial 

configuration. It is then responsible for authenticating the 

communication between the IoT devices and providing a 

means for the user to setup, access, and control the system 

through an Android-based mobile device running 

appropriate application program[41]. 

 

• Secure IoT-based smart home automation system has been  

developed by [42]. To facilitate energy-efficient data 

encryption, a method, namely Triangle Based Security 

Algorithm (TBSA) based on an efficient key generation 

mechanism was proposed. The proposed TBSA in 

integrating the low power Wi-Fi was included in WSNs 

with the Internet to develop a novel IoT-based smart home 

that could provide secure data transmission among several 

associated sensor nodes in the network over a long converge 

range[42]. 

 

• Choi et al. [43] is offer The firmware validation and update 

scheme. performs based authentication between devices in 

a smart home environment and uses the key derivation 

algorithm for firmware image distribution. To verify the 

integrity of the firmware image, it uses a hash chain. The 

firmware image is used as an input of the hash chain and is 

fragmented. The scheme transmits the pieces fragmented by 

firmware fragmentation and put the transmitted pieces into 

the hash chain for verification.  

 

• By Lee et al. [44] proposes user privacy-enhanced security 

architecture applied in a smart home environment. The 

architecture has a defense against such attacks as personal 

information hijacking and burst attacks between an attacker 

and devices in a smart home environment. The study 

proposed a security framework applicable to a smart home 

environment, including encryption, access control, digital 

signature, authentication, and logging.  

 

• Abdallah et al. proposd The lightweight lattice-based 

homomorphic privacy-preserving aggregation scheme [45] 

uses the authentication process of smart devices and 

lightweight lattice-based homomorphic cryptosystem to 

encrypt a message. It is divided into initialization phase and 

the reading aggregation phase. Since the scheme makes it 

possible to monitor authentication between smart devices, 
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control center, smart meters, and communication between 

APs, the control center can decrypt an encrypted message to 

improve confidentiality and privacy of devices.  

 

• Framework based on the open source framework ‘AllJoyn’ 

was proposed by Tomanek et al. [46 . It is comprised of 

device, AllJoyn Core, permission module, and ACLs and 

policy certificate trust anchor. In the framework, critical 

data are transmitted after authentication between devices. 

End-user’s security manager provides security provisioning 

and maintenance service for devices. A session is 

established between the applications of devices for data 

transmission. Authentication is performed with the use of a 

group key and a certificate. Authenticated devices transmit 

the messages encrypted with a given policy.  

 

• To authenticate smartphones and send messages safely in a 

smart home environment, Mantoro et  al. [47] uses an 

encryption algorithm and a hash function. The algorithm 

applies AES256, ephemeral Diffie-Hellman key exchange, 

and RC4-based hash function. With the use of a central hub, 

all messages to transmit are monitored, and the messages 

sent by smartphones pass the central hub for transmission. 

A message to share is encrypted with three algorithms, and 

a hash value is generated. 

 

In this paper, we proposed a new framework according 

to the identified needs for use in smart home application. 

This framework complements the reference architecture's 

security components and is proposed with a security 

enhancement approach in smart home applications. 

Examining existing research, we find that previous research 

has specifically addressed topics such as the smart home, 

the Internet of Things, and their security. While current 

research has provided a specific security framework with an 

IoT-based smart home approach, using a reference 

architecture. 

 

IX. CONCLUSIONS AND SUGGESTIONS  

The purpose of this study was to provide a security 

framework by modifying and adding the necessary components 

to the existing security framework of the IoT-A reference 

architecture for increased security in IoT-based smart homes. 

The addition of context management to the security framework 

components contributes to identifying and collecting data from 

smart resources and objects and information about smart home 

communication protocols. In the proposed framework, various 

alterations have been applied to controlling evaluation and 

licensing task, the anticipated result of which is the optimal 

operation of this mechanism in a distributed manner using field 

management. The vulnerability and threat management 

component is also embedded in the framework, posing as a step 

towards a centralized security management. Based on previous 

research and comparisons and evaluations tables in this study, 

the proposed model is theoretically able to meet the security 

needs of the IoT-A-based smart home  

The review performed before this research indicate a 

significant lack of standard and typical architecture for this 

technology. Considering the breadth of activities and studies on 

proposing novel methods or standardization in this field, more 

comprehensive study projects are highly recommended. The 

component of identity management and authentication is 

implemented in the framework provided using the reference 

architecture's mechanisms. Due to the emergence of cloud 

mechanisms and their ever-increasing deployment in this field, 

it is suggested to use cloud identity management or identity as 

a service to focus on management and improve security in this 

field and reduce costs. 
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