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Abstract—A suitable mutual authentication protocol for an RFID system should provide mutual authentication along 
with user privacy. In addition, such protocol must be resistant to active and passive attacks, e.g. man-in-the-middle 
attack, replay attack, reader-/tag-impersonation attack, denial of service attack and traceability attack. Among them, 
tag-impersonation attack refers to a forgery attack in which the adversary fools the legitimate reader to authenticate 
it as a valid tag. In this paper we exam the security of three RFID mutual authentication protocols which have been 
recently proposed by Luo et al., Shen et al. and Habibi and Gardeshi, under tag impersonation attack. We found that 
these three protocols share a same vulnerability – in each session, the tag and the reader generate a random value 
respectively and they use the exclusive-or (XOR) of those random values in the authentication process. We exploit this 
vulnerability to present effective and efficient tag impersonation attacks against these protocols, e.g., the success 
probabilities of our attacks are “1” and the complexity is at most two runs of each protocol. In addition, we exhibit the 
improved version of these protocols, which are immune from tag impersonation attacks.
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I. INTRODUCTION

Nowadays, radio frequency identification (RFID) 
is a favorite technology for automated identification in 
various applications, e.g., libraries, supply chain 

management, e-passports, human implants and toll 
payment. The tag, the reader and the back-end server 
are three basic components for an RFID system: (1) 
tags are connected to the objects that are supposed to 
be identified by the reader through radio frequency 



signals; (2) the back-end server aids the reader by 
extra storage spaces and further computational 
capability. In addition, it is much more reliable to keep 
the valuable data of all tags in back-end server and 
transfer the necessary data of a particular tag, in case 
of request, to the reader which prevent the loss of all 
data in case of reader theft. In the design of RFID 
authentication protocols, an assumption is implicitly 
made that the channel between the reader and the back 
end server is secure. Hence, in this paper we do not 
distinguish reader and back-end server and just call 
them reader. Memory and computing power of low-
cost tags (also called passive tags) is very limited. 
Therefore, to provide privacy and security for these 
tags, computationally intensive algorithms are not 
considered. In other words, the target protocol should 
be a composition of a few computational-efficient 
primitives to meet the low-cost manufacture 
requirements. In the literature, several such protocols, 
called lightweight mutual authentication protocols, 
e.g., [27, 29, 26, 10, 3, 7, 25, 1 ,2, 13, 12], have 
already been proposed. However, most of these 
protocols do not satisfy all the claimed security 
properties [11, 8, 20, 6, 21, 23, 14, 22, 18, 16, 17, 15, 
19].

In this paper, we analyze the security of several 
recent mutual authentication protocols against tag 
impersonation. All protocols, that we focus on, 
randomize their authentication sessions to avoid 
various attacks, e.g. tag’s location traceability and 
replay attack. In these protocols, in each session, the 
tag and the reader generate random values and use the 
exclusive-or of those random values in the 
authentication process. We show that this is a vital 
drawback for the authenticity, by exploiting which the 
adversary can launch effective and efficient tag 
impersonation. The first protocol which we analyze is 
a recently proposed protocol by Luo et al. [9], which 
uses a lightweight stream cipher called WG-7 to 
provide confidentiality and authenticity for RFID 
systems. The second protocol is ARAP protocol and 
proposed by Shen et al. [24]. This protocol uses one-
way hash function to provide the desired security 
properties. Another protocol which we consider in this 
paper is one of the most recent EPC Class-1
Generation-2 standard [4, 5] compliant protocols, 
which is an improvement to the Yeh et al. ’s protocol 
[30] proposed by Habibi and Gardeshi [6]. However, 
in this paper we show that they were not succeeding in 
their attempt and the proposed protocol is vulnerable 
to tag impersonation attack. At last, we show the 
slightly modified versions of these protocols, which 
are immune from our tag impersonation attacks.

The rest of the paper is organized as follows: We 
describe the Luo et al.’s protocol and our novel attack 
against this protocol in section II. In section III, we 
give an improved version of Luo et al.’s protocol and 
the corresponding security analysis. In section IV, we 
analyze the ARAP protocol and propose a similar tag 
impersonation attack and also give an improved 
version of ARAP protocol. In section V, we analyze a 
protocol recently proposed by Habibi and Gardeshi 
and propose our tag impersonation attack against the 
protocol and also present an improved version of it. 
Section VI concludes the paper.

II. LUO ET AL.’S RFID AUTHENTICATION 
PROTOCOL AND OUR TAG IMPERSONATION ATTACK 

Recently, Luo et al. have proposed a mutual 
authentication protocol for RFID systems based on a 
lightweight stream cipher called WG-7 [9]. In sections 
III, IV and this section of the paper, we use the 
following notations which are depicted in Table I.

The protocol randomizes each authentication 
session by employing two random values rR and tR ,
generated by the reader and the tag respectively. Luo 
et al.’s protocol as depicted in Figure 1 works as 
follows:

1. The reader chooses an 80-bit random number rR
and sends Query and rR to the tag.
2. As the tag receives the message it does the 
following:
(a) generates another 80-bit random number tR ,
(b) computes 1 i tM t R ,
(c) initializes the internal states of WG-7 by 

r t i(R R ) || k ||1,
(d) assigns the first 80-bit of WG-7 output key stream 
to 2M ,
(e) sends 1M and 2M to the reader.
3. As the reader receives the message, for each (tj , kj) 
in the database, it behaves as follows:
(a) retrieves tR ' from 1 iM t ,
(b) initializes the internal states of WG-7 by

r t i(R R ' ) || k ||1 ,
(c) assigns the first 80-bit of WG-7 output key stream 
to 2M '

(d) verifies whether 
?

2 2M ' M if yes:
– authenticates the tag,
– assigns the second 80-bit of WG-7 output key stream 
to 3M ,
– sends 3M to the tag.
4. As the tag receives 3M , it does as follows:
(a) assigns the second 80-bit of WG-7 output key 
stream to 3M '

TABLE I.  LUO ET AL.’S AND ARAP PROTOCOLS NOTATIONS

R RFID reader

Ti RFID tag i
A Adversary
Ti Static identifier of Ti
Rr Random number generated by the reader
Rt Random number generated by the tag

h(.) One-way hash function
Ki Secret key of ith tag

WG-7 A lightweight stream cipher with 161 bit 
internal state registers

PID Tag’s pseudonym
X||Y Concatenation of strings X and Y



Reader

Tag

Chooses a random 80 bit Rr Chooses a random 80 bit Rt

1 i t

2 r t i

M t R ,
M WG((R R ) || k ||1)

r(Query,R )

1 2(M ,M )

3M

For every(ti,ki),
t 1 i

2 r t i

R ' M t ,

M ' WG((R R ' ) || k ||1)
If M2=M’2, ti is identified 
and authenticated
Continues run WG for 80
cycles outputs 80-bit M3

Continues run WG for 80 cycles
outputs 80-bit M’3. If M3=M’3,
accepts the reader.

Reader

Figure 1.  The Mutual Authentication Protocol proposed by Luo et al.

(b) verifies whether 
?

3 3M ' M to authenticate the 
reader.

Luo et al. [1] claim that it would not be possible 
for the adversary to generate a tuple 1M and 2M such 
that the reader authenticates the adversary as a valid 
tag. More precisely, the authors state that to generate a
valid 1M and 2M and impersonate the tag, the 
adversary requires to find the secret values it and ik
that are protected by the encryption function WG-7.
However, we present a rather simple attack which can 
impersonate a legitimate tag without any knowledge of 
the secret values it and ik . To impersonate the tag iT ,
the adversary A follows the steps described as below:

1. A eavesdrops one execution of protocol between the 
reader R and iT and stores all transferred values
between R and iT . Those values include rR ,

1 i tM t R , 2M and 3M ( 2M and 3M are the first 
and the second blocks of length 80-bit generated by 
the WG-7 stream cipher for which the internal states 
loaded by r t i(R R ) || k ||1.

2. On the next round of protocol, when R sends Query 
and rR ' to the tag, the adversary responses with the 
tuple 1M ' and 2M ' where 1 1 r rM ' M R R ' and 

2 2M ' M .

3. R uses the tuple i i(t , k ) of iT to extract tR ' as 
follows:

t 1 i 1 r r i

t i r r i t r r

R ' M ' t M R R ' t
R t R R ' t R R R '

4. R verifies whether 
?

2 2M ' M by:

(a) to generate 2M , the internal states of WG-7 has 
been initialized by r t i(R R ) || k ||1

(b) to generate 2M ' , the internal states of WG-7 has
been initialized by r t i(R ' R ' ) || k ||1

r t r r i(R ' R R ' R ) || k ||1 r t i(R R ) || k ||1 ,

5. With the probability of “1”, R authenticates the 
adversary as iT .

Hence, following the above attack the reader 
authenticates the adversary as a legitimate tag. The 
success probability of above attack is “1” and the 
complexity is two runs of protocol.

III. IMPROVED ON LUO ET AL.’S PROTOCOL

In this section we show that Luo et al.’s protocol 
can be modified slightly to against our attack. The 
revised protocol works as follows and also shown in 
Figure 2:

1. The reader chooses an 80-bit random number rR
and sends Query and rR to the tag.

2. As the tag receives the message it does the 
following:

(a) generates another 80-bit random number tR ,

(b) computes 1 i tM t R ,

(c) initializes the internal states of WG-7 by 
r t iR || (R k ) ||1,

(d) assigns the first 80-bit of WG-7 output key stream 
to 2M ,

(e) sends 1M and 2M to the reader.

3. As the reader receives the message, for each j j(t , k )
in the database, it behaves as follows:

(a) retrieves tR ' from 1 iM t ,

(b) initializes the internal states of WG-7 by
r t iR || (R ' k ) ||1 ,
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Chooses a random 80 bit Rr Chooses a random 80 bit Rt

1 i t

2 r t i

M t R ,
M WG(R || (R k ) ||1)

r(Query,R )

1 2(M , M )

3M

For every(ti,ki),
t 1 i

2 r t i

R ' M t ,

M ' WG(R || (R ' k ) ||1)
If M2=M’2, ti is identified 
and authenticated
Continues run WG for 80
cycles outputs 80-bit M3

Continues run WG for 80 cycles
outputs 80-bit M’3. If M3=M’3,
accepts the reader.

Figure 2.  The revised protocol of Luo et al.’s

(c) assigns the first 80-bit of WG-7 output key stream 
to 2M '

(d) verifies whether 
?

2 2M ' M if yes:

– authenticates the tag,

– assigns the second 80-bit of WG-7 output key stream 
to 3M ,

– sends 3M to the tag.

4. As the tag receives 3M , it does as follows:

(a) assigns the second 80-bit of WG-7 output key 
stream to 3M '

(b) verifies whether
?

3 3M ' M to authenticate the 
reader.

After the simplified modification, the above 
protocol can prevent our attack. This is because if the 
attacker changes any bits of tR or rR , the output of
WG-7 will be different and unexpected, and thus it can
prevent the proposed impersonation attack. For more 
details see Table II.

IV. TAG IMPERSONATION ATTACK ON ARAP
PROTOCOL AND IMPROVING IT

In this section, we analyze the security of another 
mutual authentication protocol for RFID systems, 
which has been recently proposed by Shen et al. [24] 
called ARAP and present the improved version of it. 
The ARAP protocol employs a one-way hash function 
to provide the desired security. Similar to the Luo et 
al. [9], it randomizes each authentication session using 
two random values rR and tR , respectively 
generated by the reader and the tag. In addition, the tag 
changes its pseudonym PID after each successful run 
of protocol. The new value of PID is selected from a 
collision-free set, which is known to the reader (back-

end server) and each value of PID is used in one 
session. The ARAP protocol as depicted in Figure 3
works as follows:

1. The reader chooses a k-bit random number rR and 
sends Query and rR to the tag.
2. As the tag receives the message, it does as follows:
(a) generates another k-bit random number tR ,
(b) computes iS h(PID k ) and 

t rM h(R R PID) S
(c) sends tR , PID and M to the reader.
3. As the reader receives the message t(R ,PID,M) it 
does as follows:
(a) searches its storage to locate the pseudonym PID 
and find out ik ,
(b) computes iS' h(PID k ) and 

t rM ' h(R R PID) S'

(c) verifies whether 
?

M ' M if yes:
– authenticates the tag,
– computes N ' h(M ' S') ,
– sends N ' to the tag.
4. As the tag receives N ' does as follows:
(a) computes N h(M S) ,

(b) verifies whether 
?

N ' N to authenticate the reader,
(c) After successful reader authentication, the tag 
updates PID and S.

Now, we present a similar attack which can 
impersonate a legitimate tag without any knowledge of 
the secret values ik . To impersonate the tag iT , the 
adversary A follows the steps described as below:

1. A supplants R and sends Query and rR to the 
target iT and receives its response which is ( tR , PID, 

t rM h(R R PID) S ).



TABLE II.  PERFORMANCE AND COMPLEXITY COMPARISON BETWEEN THE LUO ET AL. ORIGINAL AND THE IMPROVED PROTOCOLS. IN
THIS TABLE EACH ENTRY DENOTES NUMBER OF BITS AND L DENOTES THE BIT LENGTH OF PARAMETERS. IN ADDITION T, R AND T.I.A. DENOTE

TAG, READER AND TAG IMPERSONATION ATTACK RESPECTIVELY.

Protocol # in R # in R # || in T # || in R # E in T

Luo et al. 2L 2L 2 2 6L
Improved Luo et al. 2L 2L 2 2 6L

Protocol # E in T T storage R storage # Transfer T.I.A.

Luo et al. 6L 2L 2L 5L Yes
Improved Luo et al. 6L 2L 2L 5L No

Reader Tag

Matches PID’ and finds out ki
such that if

t r

i

M h(R R PID) S
S h(PID k )

rQuery,R

tR ,PID,M

N '

i

t r

S' h(PID ' k ),
M ' h(R R PID ') S'

Then M=M’.
If N=N’, it updates PID 
and S.

N h(M S)
N ' h(M ' S')

ik ,PID,S
ik ,PID,S

Figure 3.  ARAP Protocol

2. In the next session, when R sends Query and rR ' ,
A impersonates iT and sends t r r tR ' R R ' R ,
PID and t rM h(R R PID) S to the reader.
3. As R receives the message, it does as follows:
(a) uses PID to find the tuple i(PID,k ) of iT ,
(b) computes iS' h(PID k ) ,
(c) computes M

t r i

t r r r i

t r

M ' h(R ' R ' PID) h(PID k )
h(R R R ' R ' PID) h(PID k )

h(R R PID) S M

(d) verifies whether 
?

M ' M
(e) with the probability of “1”, R authenticates the 
adversary as iT .

The whole idea of the above attack is similar to 
what we used to impersonate the tag for Luo et al. 
protocol. However, in this protocol the tag uses each 
PID value only once, where the values of PID are 
selected from a finite pre-shared set between tag and 
reader. The success probability of our tag 
impersonation attack against ARAP is “1” and the
complexity of attack is two runs of protocol. In 
addition, a similar improvement can be applied to 
ARAP protocol as well – by changing the XOR 
operation of t rR R PID to the concatenation 

operation t rR || R || PID (See Figure 4. We omit the 
details here. After that, our attack can be thwarted 
since each small modification to tR or rR will results 
in significant change of the output of the hash value. 
For more details see Table III.

V. TAG IMPERSONATION ATTACK ON 
HABIBI AND GARDESHI PROTOCOL AND

IMPROVING IT
In this section, we analyze the security of another 

mutual authentication protocol for RFID systems, 
which has been recently proposed by Habibi and 
Gardeshi [6]. This protocol, which is an EPC Class-1
Generation-2 standard [4, 5] compliant protocol, has 
been proposed as an improvement to its predecessor 
which has been analyzed by them [6] and Yoon [31]. 
In this section, we use the following notations which 
are depicted in Table IV.

Similar to the Luo et al. [9] and ARAP [24] 
protocols, Habibi and Gardeshi protocol randomizes 
each authentication session using two random values 

rR and tR , respectively generated by the reader and 
the tag. In addition, the tag and reader update their 
secret keys after each successful run of protocol.



Reader Tag

Matches PID’ and finds out ki
such that if

t r

i

M h(R || R || PID) S
S h(PID k )

rQuery,R

tR ,PID,M

N '

i

t r

S ' h(PID ' k ),
M ' h(R || R || PID ') S'

Then M=M’.
If N=N’, it updates PID 
and S.

N h(M S)
N ' h(M ' S')

ik ,PID,Sik ,PID,S

Figure 4.  The revised protocol of ARAP.

TABLE III.  PERFORMANCE AND COMPLEXITY COMPARISON BETWEEN THE ORIGINAL ARAP AND THE IMPROVED PROTOCOLS. IN THIS 
TABLE EACH ENTRY DENOTES NUMBER OF BITS AND L DENOTES THE BIT LENGTH OF PARAMETERS AND T, R AND T.I.A. DENOTE TAG, READER 

AND TAG IMPERSONATION ATTACK RESPECTIVELY.

Protocol  # in T # in R # || in T # || in R # Hash in 
T

ARAP 5L 5L 0 0 3L
Improved ARAP 3L 3L 2 2 5L

Protocol  # Hash in R T storage R storage # Transfer T.I.A. 
ARAP 3L 3L 3L 6L Yes

Improved ARAP 5L 3L 3L 6L No

The Habibi and Gardeshi protocol which is depicted in 
Figure 5 works as follows:

TABLE IV.  HABIBI AND GARDESHI PROTOCOL NOTATIONS

EPCs

The EPC code is divided into six 16-
bit words and they are XORed to 

form EPCs.

DATA The corresponding information for the 
tag kept in the back-end database

Ki
The authentication key stored in the 
tag to be used at the (i+ 1)th session

Pi

The access key stored in the tag to 
authenticate the back-end database at 

the (i+ 1)th session.

Kold and 
Knew

The old and new authentication key 
stored in the back-end database 

respectively
Pold and 

Pnew

The old and new access key stored in 
the back-end database respectively

Ci

The index of the record of the ith tag’s 
information in back-end database 

stored in the tag
Cold and 

Cnew

The old and new back-end database 
index for the ith tag, respectively

Exclusive-or operation
RID The reader identification number

A. Initialization Phase 
In this phase, the manufacture generates random 

values for K0 and P0 and respectively and sets the 
values of the record in the tag, i. e. iK K0 , iP P0
, iC 0 , and the corresponding record in the back-end 
database old newK K K0 , old newP P P0 ,

old newC C 0 .

B. Authentication Phase 
The authentication phase of the improved Yeh et 

al. ’s protocol at its (i + 1)th run is as follows:

1. The reader generates a random number rR and 
sends it to the tag.

2. The tag receives rR , generates a random number 

tR , computes M1, D, E as below and sends M1, D, Ci,
and E to the reader:

1 S r t i

t i

t i i

M PRNG(EPC R R ) K
D R K
E R PRNG(C K )

3. Once the reader receipts the message, it computes 
rV h(RID R ) and forwards M1, D, Ci, E, Rr, V to 

the back-end database.



4. The back-end database receives M1, D, Ci, E, Rr and V. 
After the receiving these values, it proceeds as follows:

– For each stored RID in the database, computes 
rh(RID R ) and compares it with the received V . In 

the case of equality, the back-end database 
authenticates the reader.

– If iC 0 , which means that it is the first access to 
the tag, it proceeds as follows iteratively:

• picks up an entry 
old old old new new new S(K ,P ,C ,K ,P ,C ,RID,EPC ,DATA)

stored in database,

• verifies whether 
?

1 old S r oldM K PRNG(EPC R D K ) . If “Yes” 
marks X as old.
• verifies whether 

?

1 new S r newM K PRNG(EPC R D K ) .If “Yes” 
marks X as new.

– else, uses iC as an index to find the corresponding 
record in the database.

• If the record is found in its records for the field oldC ,
mark X as old and if it is in its records for the field 

newC mark X as new.
• verifies whether 

?

S r X X 1PRNG(EPC R D K ) K M . If “No” 
the protocol
aborts.

– verifies whether
?

t X XR PRNG(C K ) E .If “No” 
the protocol aborts.
– computes 2M M2 and Info as follows and forwards 
them to the reader:

2 S t XM PRNG(EPC R ) P
Info DATA RID
– If X = new, updates the database as follows:

old X

new X

old X

new X

new t r

K K
K PRNG(K )
P P
P PRNG(P )
C PRNG(R R )
– else, updates the database as follows:

new t rC PRNG(R R )
5. Once the reader receipts the message, it forwards 

2M to the tag.
6. Once the tag receipts the message, it proceeds as follows:

– verifies whether
?

S t 2 iPRNG(EPC R ) M P . If 
“No” the protocol aborts.
– authenticates the back-end database.
– updates the contents kept inside as follows:

i 1 i

i 1 i

i 1 t r

K PRNG(K )
P PRNG(P )
C PRNG(R R )

Now, we present an attack almost similar to the 
attacks presented in sections 2 and 4 which can 
impersonate a legitimate tag without any knowledge of 
the secret values iK and iP . To impersonate the tag 

iT , the adversary A follows the steps described as 
below:
1. A supplants R and sends Query and rR to the target 

iT and receives its response which is M1, D, Ci and E, 
where 1 S r t iM PRNG(EPC R R ) K ,

t iD R K and t i iE R PRNG(C K ) .
2. In the next session, when R sends Query and rR ' ,
A impersonates iT and sends M 1, D C i and E
M 1 = M1, C i = Ci, r rD ' D R R ' and 

r rE ' E R R ' to the reader.
3. Once the reader receipts the message, it computes 

rV ' h(RID R ' ) and forwards M 1, D Ci, E R r, V
to the back-end database.
4. The back-end database receives M 1, D C i, E R r
and V
follows:
– For each stored RID in the database, computes 

rh(RID R ' ) and compares it with the received V
the case of equality, the back-end database 
authenticates the reader.

– – If iC ' 0 , which means that it is the first 
access to the tag, it proceeds as follows 
iteratively:

• picks up an entry 
old old old new new new S(K ,P ,C ,K ,P ,C ,RID,EPC ,DATA)

stored in database,
•verifies whether 

?

1 old S r oldM K PRNG(EPC R D K ) . If “Yes” 
marks X as old.
•verifies whether 

?

1 new S r newM K PRNG(EPC R D K ) .If “Yes” 
marks X as new.
– else, uses iC ' as an index to find the corresponding 
record in the database.
• If the record is found in its records for the field oldC ,
mark X as old and if it is in its records for the field 

newC mark X as new.
•verifies whether 

?

S r X X 1PRNG(EPC R ' D ' K ) K M ' which it 
is.

– verifies whether
?

t X XR ' PRNG(C K ) E ' which 
it is.
– computes 2M ' and Info as follows and forwards 
them to the reader:

2 S t XM ' PRNG(EPC R ) P
Info DATA RID



Reader Tag

rR

i 1C ,M ,D,E

Back-end Server

1 S r t i

t i

t i i

M PRNG(EPC R R ) K
D R K
E R PRNG(C K )

2M , Info

2M

r i

1

V,R ,C ,
M ,D,E

?

2 i S tM P PRNG(EPC R )

In the case of equality,
authenticates the reader and 
goes  to updating phase.

i 1 i

i 1 i

i 1 t r

K PRNG(K )
P PRNG(P )
C PRNG(R R )

Updating PhaseUpdating Phase

i i i sK ,P ,C ,EPC
old new old new old newi i i i i iK , K ,P , P ,C ,C

old new

new new

old new

new new

old new

new t r

new t r

if X new then :
{K K ,
K PRNG(K )
P P ,
P PRNG(P )
C C ,
C PRNG(R R )}
else :
C PRNG(R R )

rV h(RID R )

?

1 t X XM R PRNG(C K )

In the case of equality, computes
following and goes to updating 
phase.

2 S t xM PRNG(EPC R ) P
Info DATA RID

RID

For each RID, computes
rV ' h(RID R )

If V’==V, the tag 
authenticates the reader.
If Ci=0, it computes

old 1 old

new 1 new

I M K
I M K
Verifies whether 

?

X S r

For X (old,new)

I PRNG(EPC R )

Otherwise, it uses Ci as an 
index to find related entry. X
is determined either old or new 
provided that Ci=Cold or Cnew.

DATA Info RID

Figure 5.  The Mutual Authentication Protocol proposed by Habibi and Gardeshi.

TABLE V.  PERFORMANCE AND COMPLEXITY COMPARISON BETWEEN THE HABIBI AND GARDESHI PROTOCOL (HG) AND THE IMPROVED 
PROTOCOL (IHG). IN THIS TABLE EACH ENTRY DENOTES NUMBER OF BITS AND L DENOTES THE BIT LENGTH OF PARAMETERS AND T, R, S AND T.I.A.

DENOTE TAG, READER, SERVER AND TAG IMPERSONATION ATTACK RESPECTIVELY.

Protocol # in T # in R # in 
S

# Hash in 
T

# Hash in 
R # Hash in S # PRNG in 

T
HG 9L 2L 9L 0 L L 6L
IHG 10L 2L 9L 0 L L 6L

Protocol # PRNG in 
R

# PRNG in 
S

T
storage

R storage S storage  # Transfer  T.I.A.  

HG  0 6L 4L L 6L 14L Yes 
IHG  0 6L 4L L 6L 14L No 



Reader Tag

rR

i 1C ,M ,D,E

Back-end Server

1 S r t i

t i

T i i r

M PRNG(EPC R R ) K
D R K
E R PRNG(C K R )

2M , Info

2M

r i

1

V,R ,C ,
M ,D, E

?

2 i S tM P PRNG(EPC R )

In the case of equality,
authenticates the reader and 
goes  to updating phase.

i 1 i

i 1 i

i 1 t r

K PRNG(K )
P PRNG(P )
C PRNG(R R )

Updating PhaseUpdating Phase

i i i sK ,P ,C ,EPC
old new old new old newi i i i i iK , K , P ,P ,C ,C

old new

new new

old new

new new

old new

new t r

new t r

if X new then :
{K K ,
K PRNG(K )
P P ,
P PRNG(P )
C C ,
C PRNG(R R )}
else :
C PRNG(R R )

rV h(RID R )

?

1 t X XM R PRNG(C K )

In the case of equality, computes
following and goes to updating 
phase.

2 S t xM PRNG(EPC R ) P
Info DATA RID

RID

For each RID, computes
rV ' h(RID R )

If V’==V, the tag 
authenticates the reader.
If Ci=0, it computes

old 1 old

new 1 new

I M K
I M K
Verifies whether 

?

X S r

For X (old,new)

I PRNG(EPC R )

Otherwise, it uses Ci as an 
index to find related entry. X
is determined either old or new 
provided that Ci=Cold or Cnew.

DATA Info RID

Figure 6.  The revised protocol of Habibi and Gardeshi.

–If X = new, updates the database as follows:
old X

new X

old X

K K
K PRNG(K )
P P

new X

new t r

P PRNG(P )
C PRNG(R R )
– else, updates the database as follows:

new t rC PRNG(R R )
5. Once the reader receipts the message, it forwards 

2M to the tag (which is the adversary here).

The whole idea of the above attack is similar to 
what we used to impersonate the tag for Luo et al. 
protocol and ARAP protocol. However, in this 
protocol the tag and the database update the secret 

values, but database keeps a record of old values, and 
the given attack works if the legitimate reader and the 
target tag have not been evolved on more than one 
successful run of protocol after the eavesdropping data 
by the adversary in step 1 of the given attack. The 
success probability of our tag impersonation attack 
against Habibi and Gardeshi protocol is “1” and the 
complexity of attack is two runs of protocol. As a 
countermeasure, we suggest to include rR in the 
calculation of E as t i i rE R PRNG(C K R ) .
After that, our attack can be thwarted because it cannot 
adapt the eavesdropped value of E to the next session. 
The improved protocol of Habibi and Gardeshi 
protocol is depicted in Figure 6. For more details see 
Table V.



VI. CONCLUSION

In this paper, we presented tag impersonation 
attacks against three recent RFID authentication 
protocols that have been recently proposed by Luo et 
al., Shen et al. and Habibi and Gardeshi, respectively. 
However, the proposed approach may be applicable to 
other protocols that follow the same strategy to 
randomize their session, e.g. Song-Mitchell [25], Wei 
et al. [28] and Yoon [31] protocols. The success 
probabilities of the presented attacks are “1” and the 
complexity of them is two runs of protocol. It is 
strange that several protocols suffer from the same 
weakness and it is shows that a designer should be 
careful with the usage of XOR operation in the 
protocol because it is often vulnerable to active 
attacks. In this paper, we also proposed the improved 
version of these protocols to prevent the proposed 
attacks. At the improved protocols, we almost replaced 
the XOR operation by concatenation. However, this 
improvement may enforce the tag and the reader to 
encrypt (decrypt)/ hash longer messages which reduce 
the protocol efficiency.
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